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Despite progress in defenses, there has been little focus on 
thoroughly understanding the methods used for attacking graphs

• GNNs are vulnerable to adversarial attacks that perturb node features or graph structures, affecting their predictions.

• Recent defense methods have been proposed to make GNNs more robust to such adversarial perturbations

Adversarial Attacks on Graph Structure
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Background
Meta-Gradient-Based Attack

• Recent graph attacking methods, such as MetaAttack, EpoAtk, GraD, utilize Meta-Gradient to perturb the 
graph structure that effectively degrade the performance of GNNs

• The optimization problem of attacking graph can be described as :

• The attack loss is the negative cross entropy
• The surrogate loss is the cross entropy

• Based on the meta-gradient matrix, we add the edges with the largest meta-gradient



4

Motivation
Meta-Gradient-based Attacks exhibits uneven perturbation between labeled and unlabeled nodes

• However, we found that existing meta-gradient-based attacks unevenly perturb the graph structure between labeled
and unlabeled nodes

• Existing attack methods consider only Tr-Tr space as a target to attack, which is very small portion of entire space 
to attack

• Attack performance of existing attack methods is suboptimal as they do not consider the large attack space between 
unlabeled nodes
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Analysis
Investigating Meta-Gradient-based Attacks to find the root cause of uneven perturbation

Unrolling Meta-Gradients
• Recent methods add edge with the largest meta-gradient. We investigate what is the attribute of the attacked 

edges by unrolling the meta-gradients

• The first term (i) means how much the model prediction logit changes when we perturb the input graph.
• The second term (ii) means how much the sum of the gradient of loss w.r.t model parameters, given perturbed 

graph.
• This term implies that the second term include the surrogate model’s training procedure
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Analysis
Investigating Meta-Gradient-based Attacks to find the root cause of uneven perturbation

Empirical Study
• First, we remove the training procedure of the surrogate model, to confirm the effect of the second term (training 
procedure)
• Second, we visualize the first term and the second term in the meta-gradient
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Proposed Method
Meta-Gradient-Based Attack via Contrastive Surrogate Loss

We need to design a new attack method with these fact:
• The utilization of meta-gradients is crucial for achieving strong attack performance
• We need to alleviate the inherent bias towards labeled nodes, which results in suboptimal attack performance,

➔We propose new surrogate loss for meta-gradient-based attacks to expand the attack search space to a broader range 
of edge sets, not just limited to L-L and L-U edges, but all of edges

Challenges.

To mitigate the bias present in meta-gradient-based attacks, it becomes crucial to incorporate the influence 
of both labeled and unlabeled nodes in the surrogate model’s training procedure. 

However, simply incorporating the unlabeled nodes in the surrogate loss falls short of generating effective attacks 
if the goal of the loss (e.g,., link reconstruction) does not align with that of the victim GNNs (e.g., the node classification)
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Proposed Method
Meta-Gradient-Based Attack via Contrastive Surrogate Loss

Metacon-S (with Sample Contrastive Surrogate Loss)
• The sample contrastive surrogate loss is computed on testing nodes

• The goal of the sample contrastive loss align with the cross entropy loss as it is the upper bound of the cross entropy
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Proposed Method
Meta-Gradient-Based Attack via Contrastive Surrogate Loss

Metacon-D (with Dimension Contrastive Surrogate Loss)
• The sample contrastive loss requires quadratic computation on the number of nodes.
• To scale the method, we also propose the dimension contrastive surrogate loss is computed on testing nodes

• We propose the theorem about the goal alignment of the dimension contrastive loss with that of the original 
surrogate loss in the paper too.
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Experiment
Experimental settings and datasets

Dataset
- Citation Network, Co-purchase Network, Social Network

Evaluation Protocol
• Training Time Attack
• Untargeted Attack
• Node Classification Task

Baselines
• Random attack
• PGD attack
• Meta-gradient-based attack
• Meta-gradient attack for self-supervised learning models



11

Experiment
Node classification on adversarial attack
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Experiment
Node classification on adversarial attack
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Experiment
Node classification on adversarial attack
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Conclusion

• We found an unique phenomenon of the graph attack methods, which unevenly perturbs the graph structure
between labeled nodes and unlabeled nodes.

• We investigate the root cause of the uneven perturbation that the training procedure of the surrogate model incur the
uneven perturbation

• We propose the new surrogate loss for existing attack methods, the sample-contrastive surrogate objective and 
the dimension-contrastive objective. They address the bias towards labeled nodes and achieve the state-of-the-art attack 
performance on several benchmark datasets
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