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MOTIVATION

» Graph Federated Learning
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MOTIVATION

» Graph Federated Learning Global model
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| Goal: a generalized model across all clients
| without compromising the clients’ privacy
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MOTIVATION

» Graph Federated Learning Global model
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Federated learning enables each client to compensate for their lack of knowledge or missing information
by leveraging knowledge from other clients.
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MOTIVATION

» Graph Federated Learning Global model
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MOTIVATION

» Graph Federated Learning Global model
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MOTIVATION

» Graph Federated Learning
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MOTIVATION

» Graph Federated Learning Global model
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MOTIVATION

» Graph Federated Learning

Local overfitting problem: client models are particularly prone to local overfitting after local updates.

Client 1

- 75

50

Number

—e— Before update 25
—e— After update

r0

0123456789
Class

Local Overfitting leads to significant decrease in the accuracy of:
1) Minority classes
2) Missing classes: Unseen classes which are not present in
the local graph but exist in others.

Figure: Zhang et al., Federated Learning with Label Distribution Skew via Logits Calibration, ICML’22 13



MOTIVATION

» Graph Federated Learning
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MOTIVATION

» Graph Federated Learning

local model local model local model

Step 2: Local
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[ (O— : new nodes added to the original local graph.]

The mutable nature of graph data easily leads to shifts in label and structural distribution
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MAIN CHALLENGES

> Alleviating the Local Overfitting Problem (i.e., Local Generalization)
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minority class, missing class) within each local dataset.
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MAIN CHALLENGES

> Alleviating the Local Overfitting Problem (i.e., Local Generalization)

Local train dataset

Main challenges our work, FedLoG, addresses:
» C1. Which data across clients should be aggregated to ensure reliability?
» C2. How can data from other clients be utilized without compromising privacy?

1. Generate synthetic training data from
2. Then, generalize the absent knowledge (e.g., minority class, missing class) within each local dataset.
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C1. WHICH DATA ARE RELIABLE TO BE AGGREGATED?

» Performance Influence of Knowledge Acquired from Other Clients

Data Reliability: The accuracy and consistency of information from decentralized nodes.

—> We measured the target class accuracy of a client (receiver) receiving information (i.e., weights) from other

clients.

e.qg., target class = class 1, receiver = client 3

|
 Knowledge of ...

: Class 0 Class 1 Class 2
)

1. Aggregation e A D e e e e e e e e e e — -
| I 2. Distribution

B
't

The number denotes
node’s class ©

Local data
Client 1

Contributors

Local model Local model
I | I I
| | | |
| | | |
| | | |
| |
4 3
"""" ! I~~~ " 77 71 Receiver receive knowledge of
(0) : ' Q) (0) : .
: I . : target class (i.e., class 1) from
|
(0) (0) | ' 0 O O B other clients.
I I I
________ ) I
Local data Local data
Client 2 Client 3

18



C1. WHICH DATA ARE RELIABLE TO BE AGGREGATED?

» Performance Influence of Knowledge Acquired from Other Clients
Contributors’ knowledge acquired from ...
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1. Head Degree Nodes
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C1. WHICH DATA ARE RELIABLE TO BE AGGREGATED?

» Performance Influence of Knowledge Acquired from Other Clients
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C1. WHICH DATA ARE RELIABLE TO BE AGGREGATED?

» Performance Influence of Knowledge Acquired from Other Clients

Contributors’ Knowledge acquired from ...

r——————

N Ly ===

ocal data Head-class Local data
Client 1 Client 2

In terms of ‘Class’,

1. Clients possessing the Head Class

2. Clients possessing the Tail Class
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C1. WHICH DATA ARE RELIABLE TO BE AGGREGATED?

» Performance Influence of Knowledge Acquired from Other Clients
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C1. WHICH DATA ARE RELIABLE TO BE AGGREGATED?

» Performance Influence of Knowledge Acquired from Other Clients

I Global model l ° )

Data with ‘headness’ in both degree and class from other clients helps a client learn reliable
representations. (Solution to C1: Which data should be aggregated?)
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C2. HOW CAN DATA FROM OTHER CLIENTS BE UTILIZED
WITHOUT COMPROMISING PRIVACY?

» Data Condensation for Anonymizing Local Data
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C2. HOW CAN DATA FROM OTHER CLIENTS BE UTILIZED
WITHOUT COMPROMISING PRIVACY?

» Data Condensation for Anonymizing Local Data
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METHODOLOGY
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METHODOLOGY

» Overall Structure

1. Generating Global Synthetic Data

2. Learning with the Global Synthetic Data (i.e., Local Generalization)
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METHODOLOGY

» Overall Structure

1. Generating Global Synthetic Data

2. Learning with the Global Synthetic Data (i.e., Local Generalization)

1. Generating Global Synthetic Data
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METHODOLOGY

» Overall Structure

2. Learning with the Global Synthetic Data (i.e., Local Generalization)
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METHODOLOGY

» Overall Structure

2. Learning with the Global Synthetic Data (i.e., Local Generalization)
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METHODOLOGY

» Overall Structure

2. Learning with the Global Synthetic Data (i.e., Local Generalization)
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METHODOLOGY

» 1. Generating Global Synthetic Data
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» 1. Generating Global Synthetic Data
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METHODOLOGY

» 1. Generating Global Synthetic Data
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» 1. Generating Global Synthetic Data
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» 1. Generating Global Synthetic Data
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METHODOLOGY

» 1. Generating Global Synthetic Data

-------------------------------------------------------------------------------------
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As a result, the generated global synthetic data condense
the knowledge of head-degree and nodes across all clients.



METHODOLOGY

> 2. Learning with the Global Synthetic Data (i.e., Local Generalization)

- !

g 1. Localtraln dataset 2. Additional train dataset
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Since each client has different locally absent knowledge,

a local model first adaptively customizes the global synthetic data to fit the current state.
e Feature scaling
* Prompt generation



METHODOLOGY

> 2. Learning with the Global Synthetic Data (i.e., Local Generalization)

Feature Scaling

Local train dataset
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FedLoG amplifies perturbation on the dominant class synthetic data
if the local model’s accuracy for the corresponding class exceeds the threshold.



METHODOLOGY

> 2. Learning with the Global Synthetic Data (i.e., Local Generalization)

Prompt Generation | Note that global synthetic nodes have only features and no graph structure.

Global PG¢ G

Feature S .
Scaling Prompt Synthetic
Generation Graph
PG: Prompt Generator (O: Prompt node

FedLoG generate a prompt node for each synthetic node to help reduce discrepancies in training effects
between synthetic and original nodes within the graph structure.



METHODOLOGY
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PROPOSED EVALUATION SETTINGS

» Evaluation Settings for Evaluating the Local Generalization Ability

1. Seen Graph 2. Unseen Node 3. Missing Class 4. New Client

Test nodes from ... * Added during the inference phase
- Seen Graph - Evolved graph - Evolved graph - Unseen graph
- Seen Class - Seen Class - Missing Class - Seen + Missing Class

We also propose four evaluation settings to test if the model
effectively addresses the local overfitting problem.



EXPERIMENTS

» Model Performance Across Proposed Evaluation Settings

1. Seen Graph 2. Unseen Node 3. Missing Class 4. New Client

(a) Seen Graph

| Cora | \ Cora | \ Cora \ \ Cora |
Methods | 3 Clients | 5 Clients | 10 Clients | Methods | 3 Clients | 5 Clients | 10 Clients | Methods | 3 Clients | 5 Clients | 10 Clients | Methods | 3 Clients | 5 Clients | 10 Clients |
Local Ooom | %ne | % | Local | %) | Sow | % | Local | S0 | S | %o Local 0.0995 | 01488 | 01778 |
Fedavg | GRS | 027 | OB | g Fearve | G | G | Ghe) | g Fedave | GRD | G’ | G3° | | Feaavg | O3 | OF1 | 03¢ |
FedSAGE+ | 07360 | 04136 | 03322 | 7 FeasaGE+ | O30 | %385 | O3%6 | D TellSAGE: 0090 | %% | 9% | 2 reasacE+ | 0241 | 03250 | 04120 |
Facon | 026 | 0324 | 028§ rcen | 039 | O3 | 005 | E macon | 0002 | 023 | 009 | S agen | 039 | 0320 | 05 |
rarus | 08975 | 0SS | 0862 5 s | Qi | O | QY | & rewun | MO 00000 | OMO | 2 mapo | 03990 | 00 | 000 |
FedNTD | 03452 | 0856 | 06984 | & FedNTD | 08335 | 0880 | 03913 | & Feantp | O3 | OI8OS | 00336 | S “pegnrp | 03805 | 03169 | 03705 |
FedED b | en | e | FediD | 07338 | 05 | %oy | FediD O | b | ey | FedED | ORF | 0% | % |
FedLoG | 3000 | O350 | O3B! | FedLoG | %730 | %538 | 000 | FedLoG | G872 | 04%8 | 0413 P e s O Bl I

FedLoG successfully addresses the locally absent knowledge (i.e., missing class, unseen structure)
problem, alleviating the local overfitting issue in graph FL.
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EXPERIMENTS

> Do the headness of degree and class really help other clients?

(b) Unseen Node (c) Missing VCIassr
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(a) Seen Graph
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©
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Global synthetic data is generated by condensing the following:
» Head Class + Head Degree Nodes (HH)
» Head Class + Tail Degree Nodes (HT)

>

> Tail Class + Tail Degree Nodes (TT)

(d) New Client

0.75

0.60

0.45 |

0.30

0 20 40 60 80 100

Round

Data reliability varies with global synthetic data knowledge, with HH knowledge being most reliable.



EXPERIMENTS

» Does each module effectively address the local overfitting problem?

CiteSeer (Missing Class setting)

0.6]
>
O
04
8 —— FedlLoG W/O PG * w/o FS: without Feature Scaling
<LE) 0.2 W/O LG W/O ES * w/o LG: without Local Generation

0 20 40 60 80 100
Round

Local Generalization phase is crucial for addressing the absent knowledge



EXPERIMENTS

» Can synthetic data be specified to match the original data’s features?

7

Original graph data

Client 1

Synthetic data

7 Original Feature Matrix

Synthetic Feature Matrix
40

Original

Features

—204

-20 0 20 40 60 80

Lacking a graph structure, synthetic nodes distill structural information differently,

forming a distinct distribution

Synthetic
Features




EXPERIMENTS

» How does FedLoG provide protection against gradient inversion attacks?

* Each client trains on both its local data and global synthetic data.
* Global synthetic data are adapted uniquely within each local client without sharing perturbation information.

g T s .
3 : 1. Localtrain dataset 2. Additional train dataset
C ! L ——
T 000 ........ 000 000~ -‘*000 :  Train Local
“: T 0000 + 000 '=°'.: o000 : — LI

TR R TN A S -t :
: : O  MissingClass 000~ "H» 000 : Model ¢y
g : Global “"1"" :
o— Synthetic Dat
[ Y I

How each client adapts to the synthetic data is never shared!

FedLoG enhances protection against adversaries attempting
to invert gradients and reconstruct the original data.



CONCLUSIONS
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Subgraph Federated Learning for Local Generalization
Code: https://github.com/sung-won-kim/FedLoG
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C1. WHICH DATA ARE RELIABLE TO BE AGGREGATED?

» Performance Influence of Knowledge Acquired from Other Clients

Data Reliability: The accuracy and consistency of information from decentralized nodes.

—> We measured the target class accuracy of a client (receiver) receiving information (i.e., weights) from other

clients.
Impact of Degree Headness o Impact of Class Headness
e===
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Z ' < -
< s 1
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o —r O
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& — HEAD TAIL—

0.4- 0.7 |

1 3 5 7 ' —4 ) 0 2 4
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